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Executive Summary
Development Standards & Practices Used

- Our group and project will not require us to be hands-on with the Hardware of each PAWR
Platform, but we do need to be mindful and respectful of the resources and limitations set forth
by the development team. Regarding Software, we will comply with secure coding practices and
adhere to the platform specifications and requirements of allotted permissions and possibilities.
These include IEEE 802.11ad (5G network access), 802.11a/b (Wireless Ad Hox Networks) and
1733-2011 (Transport Layer).

Summary of Requirements

- Develop and publish an IEEE Standard Research Paper that discusses the educational
opportunities of various PAWR Platforms: ARA, AERPAW, COSMOS, and POWDER.

- Develop and publish various introductory networking and cybersecurity course labs and
supplemental documentation to aid in the success of the student's knowledge.

Applicable Course From Iowa State Curriculum

- English 314
- This course pioneered our research abilities and writing skills

- ComS / SE 309
- This course introduced project management and project coordination

- CybE 230 / 231
- This course introduced various cyber security content and is a great introductory resource

- CybE 430/530
- This course looked at various protocols and packet implementation on networks

- CprE 489
- This course focused on computer networking and general internet communications

New Skills/Knowledge Acquired That Was Not Taught In Courses

- The art and practice of Researching data and papers
- Learning how each platform works and operates
- Writing a curriculum for labs
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1. Project Introduction

1.1 TeamMembers

Brendon Droege Informational Manager #1

Susanna Noble Informational Manager #2

Leha Dutta Project Manager

Bryan Pope Technical Lead

Camron Corcoran Client Liasion

Corey Lieu Project Secretary

1.2 Required Skill Sets for Your Project

- Our project will require advanced-level research and reading abilities. Our team will need to be
able to deduce and analyze various research papers and documentation to find information
relevant to our cause of finding a future replacement for GENI. We’ll then need to create
student-friendly introductory lab assignments pertaining to Networking and Cybersecurity
content. This will require an advanced understanding of the material and content in order to
teach and write about the subject matter.

1.3 Skill Sets Covered by the Team

- Advanced-level research and reading abilities
- Leha Dutta, Bryan Pope, and Camron Corcoran, as their roles pertain to the development

and implementation of the Research Paper content
- Advanced understanding of the material and content to create introductory labs

- Brendon Droege and Susanna Noble, as their roles pertain to the creation of the labs, and
a strong ethos is needed to be successful in implementing the roles.



1.4 Project Management Style Adopted By The Team

- Our group has elected aWaterfall+Agile combination to complete the project. This style is most
effective for us as our sequential approach allows us to divide into distinct phases and blocks. We
are taking the agile aspect of flexibility and adaptability as our project grows and expands with
the research we conduct. We are modeling the waterfall model by breaking down and
categorizing our goals into phases: Requirements, Research, Comparison, Report,
Implementation, Testing and Analyzing, Documentation, and then Deployment.

1.5 Initial Project Management Roles

- Informational Manager (Brendon Droege & Susanna Noble)
- This role will be responsible for uploading, presenting, and managing all information and

data collected throughout the project. This role will have the responsibility of designing
and building the lightning talks, the documentation of the assignments, the project plan,
and ensuring the website and all relevant information are up-to-date and accurate.

- Project Manager (Leha Dutta)
- This role will be responsible for ensuring that tasks are completed on time and at the

quality expected of us. They will perform quality control and hold members accountable
and honest about the work completed.

- Technical Lead (Bryan Pope)
- This role will be responsible for ensuring all technical aspects meet the quality and

expectations of the project. As we move towards the lab creation and simulation side of
the project, this role will be vital in ensuring our labs comply with PAWR Platform
standards and requirements.

- Client Liaison (Camron Corcoran)
- This role will be responsible for being the mediator between the project team and the

client and advisor. They will be the main form of communication and contact between all
parties involved. This role will also be responsible for relaying this information back and
forth and being consistently involved and active.

- Project Secretary (Corey Lieu)
- This role will be responsible for keeping track of the meeting minutes and any other notes

or important information discussed during class, during TA meetings, client meetings,
and project meetings. They will be responsible for organizing and uploading this
information and ensuring all members are in compliance with what was discussed.



1.6 Problem Statement

- Our project's goal is to research a plethora of platforms to replace GENI (a now deprecated
open-infrastructure large-scale networking and distributed systems initiative). We will bridge the
gap between theoretical understanding and actual implementation. Our study will investigate
several infrastructures and resources to determine the optimal platform for creating realistic and
real-world labs for networking and cybersecurity courses. We will design our own lab
assignments to run on PAWR Platforms (ARA, AERPAW, COSMOS, and POWDER) and compare
the data and statistics to see which can perform the best. Our results will allow educators around
the country to gain insight and information on these platforms to determine the more
appropriate infrastructure for their classrooms and labs.

1.7 Requirements & Constraints

- Building and designing labs dedicated to network and security on various platforms like Geni (a
now deprecated open infrastructure distributed research system) that will hold their longevity.
(Functional)

- Develop relevant lab documents to accompany various activities and programs (Functional)
- Create Interactive Learning Materials with supported research and documentation (Functional)
- Research various platforms and programs to simulate real-world network activities and security

threats (Non-Functional)(Quantitative)
- The project needs to be completed before May 2024 (Quantitative)(Resource Constraint)
- Project members are expected to do 8-10 hours of research and involvement within each week

(Quantitative)(Resource Constraint)
- Access to the internet and a computer

1.8 Engineering Standards
- At the current stage of our project, the only “Engineering Standards” we see are the high-quality

IEEE research standards and proper citing and referencing. Based on our research, each program
may require its own Engineering Standard that will be documented and respected once we begin
implementing various labs on their platform; this will be revealed to us later. Our advisor also
recommends holding ourselves to the Iowa State Lab documentation standards when organizing
interactive deliverables with accompanied research.

- For all platforms, however, we will be in compliance with IEEE’s 802.11ad with the topic of 5G,
802.11a/b with the topic of Wireless Ad Hoc Networks, and 1733-2011 regarding how we interact
with the Transport Layer on each platform.



1.9 Intended Users and Uses

- This initiative targets college-level educators as its primary audience. The research endeavors to
yield a versatile resource that can be effectively employed by both students and educators alike.
The project's content is designed for dual utilization: first, educators have the autonomy to select
the most suitable platform for its integration as an educational tool; second, students benefit by
engaging with laboratories that have been either developed or migrated as a direct outcome of
the final project.

Project Plan

2.1 Task Decomposition

- For the Task Decomposition, we broke it down into big-ticket concepts and tasks. While there
are submodules (not listed here), these are the big milestones associated with the dependency.

Figure 1: Broad viewpoint of our
current project plan.

TASK 1: This task is a huge part and
time-consuming milestone.
Researching and getting a firm
understanding of the capabilities and
restraints of the platforms is crucial to
achieving our end-of-project goal.

TASK 2: Take our research, critique it,
and categorize the platforms to better
understand what we have at hand.
Since the research of each platform is
done by a single team member, this
step allows for collaboration and
discussion based on our findings.

TASK 3: Task 1 and Task 2 need to be completed so we can pit the platforms together and directly see
the disadvantages and advantages of each other.



TASK 4: Taking our findings, we will now compile the research and information into a report and begin
writing our paper.

TASK 5: Take the paper and complete a full and tensive rough draft.

TASK 6: This stage will be completing the draft of our paper and submitting it for publication.

TASK 7: This can be done in conjunction with the completion of Task 3, as we would have a good
understanding of the platforms at play and can start creating the introductory labs.

2.2 Project Management/Tracking Procedures

- Our group has elected a Waterfall+Agile mix project management style to complete our project
goals. We believe this approach will be most effective as we have a rather sequential approach
that allows us to divide into distinct phases. We want to adopt the agile aspect in terms of
flexibility and adaptability; we want to be open to changes in project requirements and priorities
at any stage if any new development comes from the platforms we are researching.

- With our project goals, the waterfall approach works well as we break our goals into phases:
Requirements, Research, Comparison, Report, Implementation, Testing, Documentation, and
Deployment

- Our main form of communication and project management is currently using Microsoft Teams.
Microsoft Teams allows us to communicate, plan, and create a roadmap to success. With our
project advisor, we create a document that outlines the following: What we plan to accomplish
within two weeks and What we did accomplish within those two weeks.



2.3 Project Proposed Milestones, Metrics, and Evaluation Criteria

- Due to our project being heavily reliant on research and data collection of various platforms and
architectures, our metric of progress is rather abstract and arbitrary.

Some metrics with our goals are as follows:
- The Scale of the Network
- Coverage and size it’s capable of supporting
- The Ease of Use
- How easy it is to use for an introductory lab
- Capabilities and Abilities
- How advanced and how many tools are in our arsenal

Milestones
1) Fully research 8+ platforms to give the team members 80% knowledge of public
websites and infrastructure.
2) Categorize the platforms and aim for a scalability of 75% rating
3) Categorize the platforms and aim for an usability of 60% rating
4) Categorize the platforms and aim for a capability rating of 80%
5) Select the best platform(s) that score the highest in our rating criteria based on our
arbitrary metrics
6) Create lab assignments that have a rating of 60% or higher for usability



2.4 Project Timeline/Schedule

Figure 2: Gantt Chart

Planning:We will look at defining the project’s scope, objectives, and timeline. We’ll compose a
comprehensive project plan to ensure uniformity and consistency.

- Submodule(s): Timeline Building, Project Objectives, Project Requirements/Standards

Research:We will look at researching and building ethos on various platforms and architectures to
help us gain information and data.

- Submodule(s): Break down each platform into separate categories and define our metrics on
what we want from each system.

Comparison/Analysis: Using the research gathered from each member, creating categories and
comparisons between the platforms is crucial to ensure the most efficient and effective.

- Submodule(s): Pit the platforms together to see which one would create the most practical and
accessible use case for university labs.

Report: Compose and compile all researched and collected data into a formal paper.



Implementation: Take the research above and begin to create introductory labs for Cyber/Network
related courses.

Testing: Test the lab designs, implementations, and overall effectiveness to ensure it’s appropriate for
the class.

Documentation: Create labs that uphold the standards of the university and specific classes.

Deployment: Public and release all findings and documentation.

2.5 Risks And Risk Management/Mitigation

- There are two places where risk might become a concern in this project. The first is during the
information collection phase. The risk involved here is finding the information we are using for
comparison and whether we can get a timely response from platforms when we cannot locate
that information ourselves. There is not much that can be done to mitigate this risk except to try
and exhaust all other forms of information before having to reach out to the developers of the
platforms. This first risk should not exceed .5 as the teams running the platform are supposed to
respond to questions in a timely manner. The second area is during our implementation phase.
During this phase, the risk of not being able to fully implement our experiments is of concern.
This risk can be mitigated by contacting the teams in charge of the platforms and working
together to come up with solutions.

2.6 Personnel Effort Requirements

Task/Goal Description/Explanation Estimated
Person-Hours

Project Planning Define the scope, objectives, timeline, dilemmas, roadblocks, and requirements 40 hours

Research & Analysis Research various platforms, gather information and analyze their capabilities 80 hours

Analysis & Comparison Take the research and begin to compare and assess the strengths & weaknesses 60 hours

Report Writing Take our final research and compile it into a research paper for publishing 210 hours

Implementation Begin to create introductory labs based on the platforms researched 120 hours

Testing Conduct various tests, collect data, and ensure the project description is met 30 hours

Documentation Create student-friendly lab documentation to accompany the implementation 60 hours

Deployment Release and publish research, labs, and other activities 40 hours

Table 1: Personnel Effort Requirements 640 Hours



2.7 Other Resource Requirements

- For our project we do not have any major resources required to complete our project. Our project
is heavy on research and collecting data and information. Your standard resources include the
internet, computer, and time. Platform resources and costs.

3 Design
3.1 Design Content

- The first semester will hold a rough draft of an IEEE Research Paper. This will involve compiling
all individual research, data, and information into a comprehensive and cohesive research paper
describing the alternatives to GENI.

- We strive to create and simulate Network and Security-related introductory labs in the second
semester. We’ll have a design flow of creating Lab Documentation, the Lab Simulation, and then
supplemental documentation on the justification and reasoning behind the lab. The content of
our design is the hardware specification and user statistics of each specific platform and the
comparisons between them.

3.2 Design Complexity

- In the first half of our project, our design consists of a Research Paper that is set to be published
by the end of the second semester. We plan on following the IEEE Research Paper format and
follow the principles and guidelines set forth by the standard.

- For the second semester, we plan on implementing some introductory labs for ARA with a focus
on Network and Security. The design will consist of multiple components from an abstract
viewpoint. There will be a lab document that is educational and informative and a good
walkthrough on the purpose and design of the document.

- A singular Lab will consist of the following submodules:
- Lab Document (For students to follow)
- The Step-by-Step Lab Simulation
- Lab Justification/Explanation (I.e. Why this? Why that? The purpose)

- While taking into consideration the hardware and software constraints of each of the 8+ specific
platforms being analyzed.



3.3 Modern Engineering Tools

- Computer
- LaTeX (Overleaf)
- Research Databases (IEEE, etc.)
- IEEE Research Document

- Platform (Storage, IDE, VCS, Analysis Tools)
- Will be accompanied and provided by the specific platform

3.4 Design Context

Areas Description

Public Health, Safety,
and Welfare

Our solution poses no risk to the general public or wellbeing of people. Claiming
anything of the sort is beyond far-fetched. Our solution is meant to help willing
educational systems in providing resourceful research and useful lab designs.

Global, Cultural, and
Social

Our solution is meant to be an educational jump in providing thorough research
and evidence to suggest a preferred platform for introductory Network and
Security Labs. Our solution will help mitigate the fall of GENI and encourage
Iowa State University, and others, to make a better, smarter change in their lab
approach.

Environmental Our solution poses no risk to the environment. Most of the platform
infrastructure is already built, and future plans are not at the expense or benefit
of our goal. This Senior Design project cannot be held accountable or liable for
any future environmental impacts.

Economic Our solution poses no risk to the economy. While our solution could cost
Universities who choose to participate and enact our research and labs, it is their
prerogative and decision to spend their money. Other than that, our research
and solution have no impact on the economy - none directly and none in an
abstract stance.

Table 2: Design Context and Areas of Concern



3.5 Prior Work/Solutions

- Previously, GENI was the main platform for the education and research components we seek. As
Geni is no longer available, we are looking for a new solution to transfer many of the experiments
over so they can still be used for educational purposes. Depending on the platforms we wish to
incorporate in our paper, and the information we wish to share regarding each of them, there
could be some issues regarding the space available for the said educational and research
purposes. We plan to cite other research papers to create a document that can provide good
information and properly educate the readers so they understand why each platform is good and
what to use it for to fully utilize the resources available.

3.6 Design Decisions

- Criteria/Categories: How we separate and divide the platforms
- Important for how we proceed with the research paper and the labs we create for

universities.

- Suitable Platforms: If we allow them into the research paper and why
- Important to ensure we get the most relevant and useful information in our research

paper

- Research Methodology / Research Paper Format: How we choose to go forward with research and
writing

- Important for meeting industry standards and expectations

3.7 Proposed Design

- Within our current timeline, we’ve spent our time researching and preparing our Research Paper.
Our project, at this current stage and center, does not include any physical or virtual
implementation or testing.

- First Semester
- Goal: Research Paper Rough Draft Completed

Introduction
Explain Research Methodology
Outline all System Architectures/Platforms
Technical Details (Hardware/Software/Capabilities/Cost/Etc)
Competing Platforms
Timeline/Implementation
Conclusion



- Second Semester
- Goal: Publish Research Paper and create a few introductory Network/Security Labs

- The Labs:
Initial Lab Document (Students are given)
A step-by-step document that explains the lab and the process behind it
Analysis and explanation of the lab: the why’s, the how’s, and the purpose.

3.7.1 Initial Design
Design Visual and Description

- It’s important to note that our Senior Design project’s main goal is to get a Research Paper
published in IEEE format. The below image is roughly our design for this goal. This image is how
our design will be implemented and should be easily readable by other engineers to understand
our main goal.

Figure 3: Basic IEEE Page Format

- Based on our timeline and Gantt chart, we will better
understand and depict what goes into our Research Paper
by the end of the semester.

- As we continue, we plan to create introductory lab
documents to educate and empower students to learn about
networking and cybersecurity. These lab documents will
have step-by-step instructions to aid the student in
independent learning, supplemental questions to help guide
the understanding of the students, and a supplemental
document to aid TAs and professors in the lab itself.

Functionality

- With some supplemental labs, this research paper will be accessible to Iowa State Professors and
other Universities affected by the GENI shutdown. This current design meets our functional and
non-functional requirements by doing its intended purpose.



3.7.2 Design 1

- After enacting our initial design (Design 0), we are now heading towards an implementation
approach as we focus on the introductory labs and begin looking at the data and analytics of
each PAWR Platform. This iteration differs from the previous as we’ve successfully completed our
milestones towards the Research Paper and need to now focus our attention to the PAWR
Platforms and the introduction of our lab documents.

Design Visual and Description
Figure 04: Design 1 Iteration

3.8 Technology
Considerations

- No real technology tradeoffs are
presenting a threat to our project as it’s
expected that the NSF (National Science
Foundation) would be financially
responsible for supplying the funds to
access the PAWR Platforms.

3.9 Design Analysis

- Our initial design (0) was a great
first iteration, as it propelled us to a
successful first rough draft of our IEEE
Research Paper and led to better
knowledge and more insight into the

PAWR Platforms as we began building our labs. This new design will help us separate the work
and work in concurrent sections as we strive to collect data as soon as possible.

4 Testing

- Our project split into two main parts, a comprehensive research paper regarding PAWR
platforms and their potential for educational use and several labs to utilize PAWR platforms.
Being a more unconventional project, our testing looks different than other senior design teams.



4.1 Unit Testing

- In essence, the introductory networking and security labs that our team creates are our unit
tests. We’ll take our labs (the unit tests) and deploy them on the PAWR Platforms to see how
they behave and determine the platform's capabilities and useability in education.

- Since the creation of our labs is the unit tests, we can focus on breaking them down and looking
at the different units of the lab modules and any of the network protocols and security
algorithms used in our labs. One idea for how we can evaluate these is by looking at the internal
logic and functionality of these components and monitoring their expected behavior. We can
also use tools like JUnit or PyTest for certain components to test the metrics of each component
and determine if they’re best suited for our introductory labs.

4.2 Interface Testing

All interfaces utilized in these labs, such as the BASH shells and internal pages, are out of the scope of
testing for the team. All functionality testing will be done at the unit level

4.3 Integration Testing

- The “integration” point for our project is when our labs meet our lab instruction documents. Our
instruction documents need to provide opportunities for independent growth while helping
them along. We’ll have to see how we can connect and integrate our lab designs and concepts
and how they behave and react with the specific PAWR Platform. We won’t have any Hardware
integration or aspects within our project.

4.4 System Testing

- In general, our creation of the introductory labs is limited to the complexity we make them, but
our duty first is the lab document and justification. We are bound by the PAWR Platform system
and sandbox. While we create our Unit Tests (our introductory labs), we’ll be testing the strength
and system statistics of the platform. In addition, we will be seeing which platforms fit best for
the different labs.

4.5 Regression Testing

- These platforms are in active development and may make unannonunced and unexpected
changes. Labs should be tested prior to assigning them to students to ensure functionality. The
team will monitor these changes and update labs accordingly.



4.6 Acceptance Testing

- Our acceptance testing won’t be focused on acceptability but rather usability from students and
professors as well as applicability. We’ll look at students’ success and ease of access with our
introductory labs on different PAWR Platforms.

4.7 Results

- Our results will look abnormal and not your standard project. We will first have a complete
Research Paper with several introductory labs on various PAWR Platforms that focus on
Networks and Security. Our results and acceptance will be measured in the quality and quantity
of our labs and their success with students and professors. Positive results will show that these
various PAWR Platforms will be able to accommodate Iowa State's needs and other universities.

5 Implementation

- As we usher into next semester, our preliminary design has been met and accomplished with the
creation of two (2) introductory networking and cybersecurity labs as well as a rough draft of our
IEEE Standard Research Paper. Full implementation will come when we have full access to the
PAWR Platforms to test statistics and data. Our goal for next semester is to have a handful of
public documentation and content for the lab experiments.

6 Professionalism
6.1 Areas of Responsibility

AREA OF
RESPONSIBILITY

DEFINITION NSPE CANON IEEE CODE OF ETHICS

Work Competence Perform work of high quality,
integrity, timeliness, and
professional competence.

Perform services only in
areas of their

competence; Avoid
deceptive acts.

Accept responsibility in making
decisions consistent with the safety,
health, and welfare of the public;

Disclose promptly factors that might
endanger the public or the

environment.

Financial
Responsibility

Deliver products and services of
realizable value and at

reasonable costs.

Act for each employer or
client as faithful agents

or trustees.

Avoid real or perceived conflicts of
interest; Disclose conflicts when they

exist.



Communication
Honesty

Reports work truthfully, without

deception, and are
understandable to

stakeholders.

Issue public statements

only in an objective and
truthful manner; Avoid

deceptive acts.

Be honest and realistic in stating

claims or estimates based on available
data.

Health, Safety,
Well-being

Minimize risks to the safety,
health, and well-being of

stakeholders.

Hold paramount the
safety, health, and

welfare of the public.

Minimize risks to the safety, health,
and well-being of stakeholders.

Property
Ownership

Respect the property, ideas, and
information of clients and

others.

Act for each employer or
client as faithful agents

or trustees.

Respect the property, ideas, and
information of clients and others.

Sustainability Protect the environment and
natural resources locally and

globally.

- Protect the environment and natural
resources locally and globally.

Social
Responsibility

Produce products and services
that benefit society and

communities.

Conduct themselves
honorably, responsibly,
ethically, and lawfully to
enhance the profession's
honor, reputation, and

usefulness.

Produce products and services that
benefit society and communities;
Conduct themselves honorably,

responsibly, and ethically to enhance
the profession's honor, reputation,

and usefulness.

Table 2: Areas of Responsibility

1. Work Competence: The IEEE Code of Ethics emphasizes that judgments must be accepted to promote
the public's welfare, safety, and health. This implies that professionals should be aware of the possible
effects on the general population and the environment while making sure their job satisfies high
standards and integrity.

Comparison with NSPE: The IEEE's language is more thorough, specifically embracing a dedication to
public safety and timely disclosure, even if both codes place an emphasis on competence and avoiding
misleading practices.

2. Financial Responsibility: The IEEE Code strongly emphasizes averting actual or potential conflicts of
interest and declaring them when they do arise. This is consistent with serving as obedient agents or
trustees and providing goods and services of realizable value at fair prices.

Comparison with NSPE:While both codes emphasize financial responsibility and avoiding conflicts of
interest, the IEEE Code provides more specific guidelines for professionals by addressing the need to
declare conflicts.



3. Communication Honesty: The IEEE Code emphasizes the significance of honestly reporting work,
refraining from deceptive practices, in line with the NSF Canon, and being fair and reasonable when
expressing statements or estimates based on available facts.

Comparison with NSPE: Both codes emphasize honesty and truthfulness in communication. However,
the IEEE Code provides a specific focus on claims or estimates based on available data,
offering more detailed guidance in this context.

4. Health, Safety, Well-Being: In line with the NSF Canon's emphasis on prioritizing public safety, health,
and welfare, the IEEE Code emphasizes the obligation to reduce threats to stakeholders' safety, health,
and well-being.

5. Comparison with NSPE: Regarding the significance of putting safety, health, and well-being first, both
standards agree quite a bit in this regard. While maintaining the fundamental ideas, the IEEE Code's
language is more concise.

6. Property Ownership: The IEEE Code, which is in line with the NSF Canon's instruction to serve as
obedient agents or trustees, emphasizes the value of protecting the assets, concepts, and information of
clients and others.

Comparison with NSPE: Both codes stress the importance of respecting property and information. The
IEEE Code maintains a similar principle but provides a more concise expression of the expectation.

7. Sustainability: In keeping with the larger idea of sustainability, the IEEE Code strongly emphasizes the
obligation to safeguard the environment and natural resources both locally and worldwide.

Comparison with NSPE: The NSF Canon does not specifically address sustainability. To further
emphasize the environmental issue, the IEEE Code adds an explicit commitment to safeguarding the
environment and natural resources.

8. Social Responsibility: In addition to emphasizing the necessity to conduct oneself honestly, responsibly,
and ethically in order to increase the honor, reputation, and usefulness of the profession, the IEEE Code
places a strong emphasis on the provision of goods and services that benefit society and communities.

9. Comparison with NSPE: The emphasis of both codes is on moral behavior and societal responsibility.
Increasing the societal impact of professional labor, the IEEE Code includes an explicit commitment to
creating goods and services that benefit society.



6.2 Project Specific Professional Responsibility Areas

1. Work Competence
a. Applicability : Yes, this area applies to the project. Ensuring high-quality work, integrity,

and professional competence is crucial for the success of the project, especially given its
focus on realistic and real-world labs for networking and cybersecurity courses.

b. Team Performance: High. The group constantly produces excellent work, adheres to
schedules, and exhibits professional competency while planning and carrying out lab
projects on a variety of platforms.

2. Financial Responsibility
a. Applicability: N/A
b. Team Performance: N/A

3. Communication Honesty
a. Applicability: Honest and transparent communication is vital, especially when conveying

findings to educators and institutions.
b. Team Performance: High. The team ensures that the client's expectations are fulfilled by

providing honest and transparent communication regarding the project's status,
difficulties, and results.

4. Health, Safety, Well-Being
a. Applicability: Partial. While data security and privacy are relevant to our project,

traditional health, and physical safety concerns may not be directly applicable.
b. Team Performance: N/A

5. Property Ownership
a. Applicability: It is essential to respect clients' and colleagues' intellectual property,

particularly when working with lab assignments and instructional materials.
b. Team Performance: High. The team is diligent in respecting the intellectual property of

others and adhering to legal and ethical standards related to content ownership.

6. Sustainability
a. Applicability: Yes, even if it might not be our project's main focus, preserving the

environment and natural resources might be indirectly applicable (e.g., optimizing server
resource utilization).

b. Team Performance: N/A. There might not be much of a direct environmental impact
because the project's main goal is educational infrastructure. When possible, the team



might think about optimizing resource utilization.

7. Social Responsibility
a. Applicability: It is in line with societal responsibility to create instructional materials

that aid Iowa State University and other universities.
b. Team Performance: High, The team is dedicated to creating educational resources that

benefit Iowa State University and other universities and upholds ethical standards in
professional conduct.

6.3 Most Applicable Professional Responsibility Area

WORK COMPETENCE
- High-quality Work: Considering that the project's objective is to close the gap between

conceptual knowledge and practical application, generating high-quality work is essential to the
endeavor's success.

- Integrity and Professional Competence: it requires an elevated standard of professional
competence to provide realistic and real-world laboratories for networking and cybersecurity
courses. Representing the strengths and weaknesses of the platforms under examination
truthfully requires integrity.

- Timeliness: Completing duties and the project on time is essential, particularly when it comes
to giving educators and institutions.

Having competent team members is essential to our project's success. It has an immediate effect on the
caliber of the instructional materials produced, the reliability of the study, and the value of the
information offered to teachers.

While other aspects of professional responsibility, such as social responsibility and honest
communication, are certainly important, the larger commitment to work competence frequently
intersects with and includes them. By placing a high value on work competence, our team can lay the
groundwork for fulfilling other ethical responsibilities and producing worthwhile and reliable results.

7 Closing Material
7.1 Discussion

- For the semester of work done, we have completed a rough draft of our IEEE Standard Research
Paper with a focus on “Exploring Educational Opportunities with PAWR Platforms: ARA,
AERPAW, COSMOS, POWDER.” We have also created two student-friendly lab assignments that



are awaiting implementation on the PAWR Platforms. We are on schedule with our proposed
Gantt Chart and plan on having a proposed published research paper by the spring of 2024, and
having 4-8 supplemental introductory lab assignments focusing on networking and security
running on PAWR Platforms.

7.2 Conclusion

- Our work so far is exactly on schedule. We have a first rough draft of our IEEE Standard Research
Paper as well as two introductory lab assignments ready for deployment. These lab assignments
have assigned questions and answers as well as justifications for the labs. While progress was
initially slow, this can be a result of the general confusion and fluidity of our project, but now
that we have a foundation and initial research done, our current plan is promising for us to meet
our advisor's needs. The constraints we have faced so far are the initial confusion of the project,
and now our progress halts at the permissions needed from PAWR Platforms.
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7.4.2 Team Procedures

- Every Wednesday at 4:00 pm, we meet with our TA to discuss the week's progress and upcoming
workload.

- Every Thursday at 4:15 pm, we meet with our Advisor/Client to discuss the progress made and
the trajectory of the project.

- Spontaneous meetings are expected and hopefully to be delivered in person, but completely
virtual is just as acceptable and acknowledged.

7.4.2.1 Preferred method of communication/scheduling

- We will use Microsoft Teams as our main communication method. We will utilize applications
like “WhenToMeet” to schedule any impromptu meetings.

7.4.2.2 Decision-making policy (e.g., consensus, majority vote):

- When a decision is needed in a group setting, it will be brought up via Teams or at a meeting
where members can discuss and converse. We will run with a simple majority and refer to our TA
or advisor if a tie-breaker is needed.

7.4.2.3 Procedures for record keeping (i.e., who will keep meeting minutes, how
will minutes be shared/archived):

- Our Project Secretary, Corey Lieu, will be responsible for keeping the Meeting Minutes and being
responsible for jotting down notes and information presented at a meeting. These meetings will
be immediately published and uploaded to a OneDrive which all team members have access to.

7.4.3 Participation Expectations

7.4.3.1 Expected individual attendance, punctuality, and participation at all team
meetings:

- Members should prioritize attending all meetings with exceptions of health reasons and/or other
academic responsibilities. If a team member will be late or absent, they should inform the group
at least 24 hours in advance if possible.



7.4.3.2 Expected level of responsibility for fulfilling team assignments, timelines,
and deadlines:

- Individuals are expected to complete tasks within their deadlines to adhere to the timelines and
keep the project moving forward. If a team member believes that a task will not be completed as
expected, they are expected to communicate that information as soon as possible.

7.4.3.3 Expected level of communication with other teammembers:

- Team members should respond to team discussions or direct messages within 12 hours on
weekdays and within 24 hours on weekends. If an individual’s input is needed or missing, a
good-faith effort must be made to notify that individual directly.

7.4.3.4 Expected level of commitment to team decisions and tasks:

- Suppose the team has come to a consensus and majority vote on a topic. In that case, all
members will be committed to the choice unless a new discussion is had with different
arguments from the original and a new consensus or majority vote is reached.

7.4.4 Leadership

7.4.4.1 Leadership roles for each teammember:

Brendon Droege Informational Manager #1

Susanna Noble Informational Manager #2

Leha Dutta Project Manager

Bryan Pope Technical Lead

Camron Corcoran Client Liasion

Corey Lieu Project Secretary



7.4.4.2 Strategies for supporting and guiding the work of all teammembers:

- If a team member is struggling with contributing or progressing with their tasks, a strong effort
will be made by the rest of the team to help guide them through whatever they are stuck on. The
goal of this project for every team member is to learn and to accomplish this, every team member
will be ready and willing to assist each other.

7.4.4.3 Strategies for recognizing the contributions of all teammembers:

- All work will have author contributions from the team members who have worked on that task.
We will respect and appreciate the work and contributions made by each team member to keep
the morale high.

7.4.5 Collaboration and Inclusion

7.4.5.1 Describe the skills, expertise, and unique perspectives each teammember
brings to the team.

Bryan Pope - C, C++, Python, and Java. Internship experience in embedded systems, Linux operating
systems, and agile development processes.

Brendon Droege - I have the background of being the only Software Engineering major
here. This comes with experience in different workflows and a variety of languages, ranging from
Python, Java, C, Javascript, HTML, and CSS.

Leha Dutta - Python, Java, Linux, Bash Scripting, AWS. Internship experience in IT
Security and Risk Management.

Corey Lieu - Java, C, C#, Linux, experience with the agile development process.

Susanna Noble - C, C++, Java. Internship with project requirement organization and
Optimization



7.4.5.2 Strategies for encouraging and supporting contributions and ideas from all
teammembers:

- Contributions from everyone will be encouraged and highlighted during team meetings. We will
establish a safe and inclusive environment that is filled with effective and constant
communication. With our regular team meetings, we’ll be able to recognize and reward
contributions and efforts while empowering all team members.

7.4.5.3 Procedures for identifying and resolving collaboration or inclusion issues:

- The member encountering issues with inclusion will start a group discussion in teams or request
a separate meeting from normal group meetings to discuss the issue and possible solutions. The
member bringing this motion should have possible solutions ready for discussion before
meetings or as a part of their group message.

7.4.6 Goal-Setting, Planning, and Execution

7.4.6.1 Team goals for this semester:

- Our team goal for this semester is to come closer together as teammates and strongly encourage
each other to grow, learn, and branch out to new areas of this Senior Design Project. We strive to
meet the expectations of our clients and advisors while being fluid and flexible with what is
realistic and plausible. We hope to publish an IEEE Standard Research Paper while supplying
supplemental labs on PAWR Platforms.

7.4.6.2 Strategies for planning and assigning individuals and teamwork:

- Most of this will be assigned during team meetings after deadlines have passed, and tasks for the
next step of the development process need to be given. In extenuating circumstances, if tasks are
sufficiently large, assignments will be given well in advance to the best of the team’s ability.

7.4.6.3 Strategies for keeping on task:

- To best stay on task, it’s expected to set clear goals and expectations that are specific, achievable,
and important to the project. We will utilize a living document with a “to-do” list of tasks.
During our meetings, we will regularly review progress checkups to reflect and adjust. We will
hold ourselves accountable and honest with our workload.



7.4.7 Consequences for Not Adhering to Team Contract

7.4.7.1 How will you handle infractions of any of the obligations of this team
contract?

- Infractions will be held on a case-to-case basis. If the team believes a member is not meeting
their obligations, they must inform the individual, and they will be given a grace period that is a
minimum of one week to resolve the infraction

7.4.7.2 What will your team do if the infractions continue?

- If continued infractions happen, either among a single individual or scattered throughout the
group, the issues will be brought to the attention of the faculty advisor and discussed as a team.
This is in the case of continued infractions, even after multiple attempts to resolve them among
ourselves as a team

***************************************************************************
a) I participated in formulating the standards, roles, and procedures as stated in this contract.
b) I understand that I am obligated to abide by these terms and conditions.
c) I understand that if I do not abide by these terms and conditions, I will suffer the consequences as
stated in this contract.

1) Brendon Droege DATE 09/10/2023
2) Susanna Noble DATE 09/10/2023
3) Bryan Pope DATE 09/10/2023
4) Camron Corcoran DATE 09/10/2023
5) Corey Lieu DATE 09/10/2023
6) Leha Dutta DATE 09/10/2023

Revised: 11/30/2023


